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ABSTRACT

In order to effectively detect APT attacks performed by well-organized adversaries, we implemented a system to detect
attacks by reconstructing attack chains of APT attacks. Our attack chain-based APT attack detection system consists of
‘events collection and indexing’ part which collects various events generated from hosts and network monitoring tools, ‘unit
attack detection’ part which detects unit-level attacks defined in MITRE ATT&CK® techniques, and ‘attack chain
reconstruction’ part which reconstructs attack chains by performing causality analysis based on provenance graphs. To
evaluate our system, we implemented a test-bed and conducted several simulated attack scenarios provided by MITRE
ATT&CK Evaluation program. As a result of the experiment, we were able to confirm that our system effectively
reconstructed the attack chains for the simulated attack scenarios. Using the system implemented in this study, rather than to
understand attacks as fragmentary parts, it will be possible to understand and respond to attacks from the perspective of
progress of attacks.
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Fig. 1. An example of provenance graph
(redraw of (24)). Left: example events, Right:
provenance graph for entire events
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Table 1. Types of causal relationship between
events

Category Type

Same Process
Parent-Child Process
File loaded

File executed

Process

File

File transferred

File used (etc)

Same

Network Source-Destination IP/Port

Reverse

Service Installation

Persistence - -
Service Execution

Same user, different host

Lateral

Movement Remote logon

Remtoe service (SSH, RDP)
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Table 2. Properties of process in an event
(field names defined in ECS)

Description
Process PID

Process Name

Field name

process.pid

process.name

process.executable | Process Execution Path

O

Process B

Process B

Process A

Process B Process B Process C
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(1) File loaded: A133l= oWl E(Fig. 4.9 O
olWlE)o] WA Fd ZHZE(file.path)7} 3
3 oWl E(Fig. 4.9 QW oWlE)e =24
2~2] Ag) <lzb(process.argument)ell WA
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(2) File executed: Al33}= oWl E(Fig. 4.9
OH odlE)o] WA st F27} F33h= o]
WE(Fig. 4.9 QW oMlE)d| #AH Z2A
29 A AZ(process.executable)e} 4z
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(3) File transferred: A3jsh= 1 E(Fig. 4.9
OH oWl E)of WA= JJr“’é = I olE
(file.name)o] F3sh= ol Flg 4.9 @

oMl E) ol WA WE oM HAu= o

Table 3. Properties of file in an event (field
names defined in ECS)

Field name Description
file.name File Name
file.path File Path

l TIXXX |—-|\3 TIXXX |
o—_0

ProcessA File B File B Process C HostP  FileB  HostQ

Fig. 3. Process-based causal relationship

Fig. 4. File-based causal relationship
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(2) Reverse Source-Destination: A133l= ©]

HE(A)e] HAE SR 2 5A=]7} F38=

oWIE(B)S] A7 2 x|} dA|3h= A5

(A.source=B.destination ¥ B.destination=A.source)

Table 4. Properties of source and destination in
an event (field names defined in ECS)

Field name Description

source.ip Source IP address

source.port Source Port number

destination.ip Destination IP address

destination port Destination Port number

Fig. 5. Network-based causal relationship
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Fig. 6. Persistence-based causal relationship
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Fig. 7. Lateral movement-based  causal
relationship. (a) Same user, different hosts, (b)
Remote logon, (c) Remote service
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“id" XXXX
“prev’: {
“process”: {"same”:(J, “parent_child": (]},
“file”: {"loaded™: (], "executed™: [}, “transferred™:(J,
“used”: ()},
“network™: {'same”: (), ‘reverse”:(}},

“persistence’: {'service_installation™:(J,
“service_execution”: (]},
Im": {"same_user”:(J, "remote_logon™: (],
“remote_service: (J}

}

Fig. 8. JSON-formatted data schema to save
causally related previous events for a event
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Table 5. Events to collect from Windows Host

Application

Security (Microsoft-Windows-Security-Auditing)

System

Microsoft-Windows-Sysmon
Microsoft-Windows-PowerShell
Microsoft-Windows-WMI-Activity
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9.¢] Windows® 22 1% A A9 "wF 7
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Fig. 9. Local Group Policy Editor(gpedit.msc)
for Windows Security Event Auditing

Table 6. ltems to audit in Local Group Policy
Editor(gpedit.msc) for Windows Security Event
Auditing

Category Audit Items
Account Logon Audit User Account Management
. . Audit Process Creation
Detalled Tracking Audit Process Termination
Audit Directory Service Access
D6 Access Audit Directory Service Changes
Audit Account Lockout
Audit Logoff
ﬁig Audit Logon
Audit Other Logon/Logoff Events
Audit Special Logon
Audit File Share
Audit File System
Audit Filtering Platform Connection
Object Access Audit Kernel Object
Audit Other Object Access Events
Audit Registry
Audit SAM
Policy Change Audit Authentication Policy Change
System Audit Security System Extension
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V. AlAH ASS fIE A

i

5.1 HAEHE M
51.1 HEY3 74

2 AT FE5E A2"E T3] 93k,
Fig. 11.3 o] FAAPL 1A ==} 23
IAES0] $X3 vEYaE FAE "HiEMES
FZalgdr). HAaEwEE VMware ESXi 6.70] A
A" AFE A PE 281A, M EE 2FSR
WEaE FAse A7 vEYIds 74l
== ARl wiAEgled, kel vEY A=
pfSense(45) =H-9-E]5 o] 8-3le] 431t

FAA VB Zell = 3420 345 T4 + 3
= 7PeAl sA~EER A e Faz) U ES
Folli= FAS "AEtAL oWMES WY gl o
Ef= IDS(Suricata) ¥ NMS(Zeek)& 753
3, Windows 7MwAl Z2E(Zelo|dES] A%

- =

s



536 ATT&CK 718 A4 74¢ £8 APT 3A%A Alzd 74
ot o8 shunty 100 bz Table 8. Software in attacker hosts
] §E)
¥ Iw"' '\E .\E '\2 o | APT29 FINT
J ‘ ‘ ‘ L2 switch L3 switch
(] @ Ubuntu 18.04 LTS Kali 2021.2
ubuntu-2004- ubuntu- Kali-2021 ‘windows10-  windows10- R - -
bnext:\oud Ca\d:\arsewer attacker  attacker-sql ] Pupy[46], POShC2[47] Met‘asplolt (fOl FIN7
- Metasploit (48) Windows 10 Pro +
ot MSSQL Server 2019)

Victim PC

win10-apt29_1-
victim1
win10-apt29_1-
vietim2

win10-carbanak- [ ‘
—Q o sontwanis [

win10-carbanak-
— victim2

5.2 2O +3

i ‘ubumu-
= | mailserver

S T53 HAEH A o]Foix = APT ¥

wives o | g e O E A GAs) slstel, APT 34% +94% + 9
s | s - welgA AMelest deskch olE sl
e MITRE Jjitell# wid Sasle] wixsh= MITRE
ATT&CK Evaluations Program(49]¢] xe]3-
Fig. 11. Test-bed topology 7 /qurg]g__;_.e_ gasiedr) o] melad AL

Windows 1

Server 2019 Standard), Linux 7M™l 32
(Ubuntu 20.04 LTS)E2S =31},

512 SAE

ol 5=

)
L E )
3

L
<]

aL
[}

fo 1o, lo ux [k

47 ZAEE Table 8.3 22 19

l
F (5009 APT29 34 1&& At
A Avelest, FINT 34 25¢ 248 4%
A Al eF 98 5 =S 4
oA ekt PA FNAGE Fastsich i
Aol samt wogAs dae] g sae 10 S

A A=E]Eel A HWK}L T4 WAk
EH%M g Bk EDR(Endpoint
Detection and Response) —4 AAs5S Frlsr] 9
s Aotk MITRE ftelds eln 34 a8
So] fald Aoz FAUE APT 34 AHE

Haha o] wARE & QES o e Avees
mg AT olF T $UT S AES S 4A
qJ

<)
T Ao RE e Aoy 5 o1

0 Pro 20H2, A¥<] A$ Windows

__I.LA‘I

=
i
N
)
ES

O

frEEE Table 9.9} 2ol FAstlet. ojuf molF

A ARl eE AdHer sstr] flske] Active

Directorys 7A338kich. .
APT29 Alvg]ee} FINT Alve|esE 438tk 7]
ZE 9 e AR A oPE S 9913 9
Foll A E|AE oJWlE 4= Table 11.7} Zt} %
Table 9. Victim hosts configurations
Items Windows Endpoint Windows Server Linux Server
. Wi -
* Windows 10 Pro 20H2 Windows Server 2019 + Ubuntu 20.04.3 Server LTS
(O] Standard
* Active Directory (AD) joined
e Microsoft Office 2016 (Word,
SW PowerPoint, Excel, Outlook)
* Browser: Google Chrome, Microsoft Edge
For event * Sysmon 13.33 (35) . .
collection | + Auditbeat/Winlogbeat 7.15.2 Auditbeat/Filebeat 7.15.2
Disable * Disable PowerShell execution policy
security * Disable Windows Defender
features * Disable OLE related security setting
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Table 10. Phases of penetration tests

APT 29 FIN7
Scenario 1 Scenario

1 Initial Breath Initial Breath

Phase

Collection and Delayed Malware

2 Exfiltration Execution
Deploy Stealth

3 Toolkit Target Assessment

4 Defense Evasion Staging Interactive
and Discovery Toolkit

5 Persistence Privilege Escalation
Credential Access Expand Access

7 Collection and Setup User
Exfiltration Monitoring

Lateral Movement User Monitoring

9 Collection

10 | Dersistence Exfiltration
Execution

Persistence (Shim)

Table 11. Scenario summary

APT29 FINT
Time duration 01:00 01:17
Total number of events 600,736 944,280

Number of events
triggered for attack 359 315
chain reconstruction

Events ratio 0.0598%

1 2 3 4 5 6 7 8 9 10 Finish
APT29 9 20 a4 85 99 111 160 | 261 302 328 359
FIN7 35 39 56 73 199 237 252 264 | 283 315 315

o APT29 e FIN7

Fig. 12. Number of triggered events per phase
for each scenario
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